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	 Background:	ATMs	and	EDCs	remain	critical	infrastructure	components	
within	 Indonesia’s	 national	 payment	 system.	 However,	 their	 extensive	
utilization	 exposes	 commercial	 banks	 to	 various	 technological,	
operational,	 human,	 physical,	 and	 third-party	 risks.	 Despite	 recurring	
incidents	 comprehensive	 studies	 that	 formulate	 ATM	 and	 EDC	 risk	
scenarios	 and	 corresponding	 control	 measures	 within	 the	 Indonesian	
banking	context	remain	limited.	
Objective:	 This	 study	 formulates	 risk	 scenarios	 and	 corresponding	
control	 measures	 for	 ATM	 and	 EDC	 electronic	 banking	 channels	 in	
Indonesian	commercial	banks.	
Methods:	 A	 structured	 literature	 review	 was	 conducted	 using	 six	
academic	databases:	Google	Scholar,	ScienceDirect,	ResearchGate,	Scopus,	
Wiley	Online	Library,	and	MDPI.	The	identified	risks	were	analyzed	using	
the	 ISACA	Risk	 IT	 Framework	and	 mapped	 to	 the	 NIST	Cybersecurity	
Framework	(CSF)	2.0	and	ISO/IEC	27001:2022	standards.	The	proposed	
model	was	validated	by	six	Subject	Matter	Experts	(SMEs)	with	expertise	
in	 banking	 operations,	 IT	 risk	 management,	 information	 security,	 and	
payment	systems	using	a	1–5	Likert	scale.	
Results:	The	study	identified	25	risk	scenarios	across	six	categories	and	
formulated	 25	 consolidated	 control	measures.	 Each	 scenario	 links	 risk	
sources	or	threat	actors,	risk	events,	potential	impacts,	and	corresponding	
controls.	 The	 controls	 were	 classified	 as	 preventive,	 detective,	 and	
corrective	 measures	 and	 mapped	 across	 the	 people,	 process,	 and	
technology	dimensions.	Expert	validation	produced	an	average	score	of	
4.13/5.00	(83%),	indicating	a	high	level	of	acceptance.	
Conclusion:	As	a	proposed	model	derived	 from	a	systematic	 literature	
review	and	expert	validation,	this	study	provides	a	structured	reference	
framework	 for	 risk	 management	 practitioners	 and	 policymakers	 in	
Indonesian	commercial	banking	institutions.	
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INTRODUCTION	

The	 rapid	 advancement	 of	 information	 technology	 has	 enabled	 organizations	 to	
strengthen	 their	 ability	 to	 develop	 and	maintain	 competitive	 advantage,	while	 simultaneously	
reshaping	 prevailing	 trends,	 global	 market	 dynamics,	 and	 consumer	 behavior	 (Diener,	 2021;	
Ulrich-Diener	et	al.,	2025).	 	 In	the	banking	sector,	the	widespread	adoption	of	the	internet	has	
fundamentally	altered	the	landscape	of	banking	services,	intensifying	competition	in	the	digital	
domain.	 Consequently,	 banks	 are	 compelled	 to	 adapt	 by	 introducing	 innovative	 digital-based	
services	 to	replace	obsolete	 technologies	(Broby,	2021;	Kraus	et	al.,	2021;	Ulrich-Diener	et	al.,	
2025).		

https://doi.org/10.59261/jequi.v8i3.353
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Technological	 advancements	 have	 driven	 innovation	 in	 the	 banking	 industry	 by	
transforming	 business	 models	 through	 digital	 applications	 that	 improve	 access	 to	 financial	
services	(Aspan	et	al.,	2022).	To	enhance	customer	convenience	and	remain	competitive	amid	the	
rapid	 growth	 of	 financial	 technology	 companies	 in	 Indonesia,	 banks	 have	 increased	 their	
investment	in	technology	and	strengthened	digital	banking	services	in	line	with	the	Banking	4.0	
era	 and	 OJK	 Regulation	 POJK	 12/POJK.03/2018.	 In	 this	 context,	 digital	 banking	 activities	 are	
supported	 by	 the	 key	 channels	 regulated	 by	 the	 Financial	 Services	 Authority	 (OJK)	 and	 Bank	
Indonesia,	 including	 ATMs,	 EDCs,	 internet	 banking,	 mobile	 banking,	 card-based	 payment	
instruments,	QRIS,	and	corporate	banking	systems,	which	plays	initial	role	not	only	in	regulatory	
compliance	but	also	in	expanding	market	reach	and	competitiveness		(Hidayat	&	Kassim,	2023;	
Maulidya	&	Afifah,	2021;	Nuryana,	2024).		

Although	the	use	of	mobile	banking,	 internet	banking,	and	e-wallets	continues	to	grow,	
ATMs	and	EDCs	remain	essential	components	of	Indonesia’s	financial	transaction	ecosystem.	Data	
from	Bank	Indonesia	indicate	a	consistent	increase	in	the	number	of	EDC	machines,	while	ATM	
usage	remains	substantial,	with	transaction	values	reaching	approximately	IDR	7.2	quadrillion	in	
2024.	This	demonstrates	that	ATMs	and	EDCs	continue	to	serve	as	critical	infrastructure	within	
the	national	payment	system	(Bank	Indonesia,	2025a,	2025b).	

However,	 the	extensive	utilization	of	 these	electronic	channels	also	exposes	banks	to	a	
wide	 range	 of	 security	 risks,	 including	 jackpotting,	 skimming,	 card	 data	 theft,	 and	 misuse	 of	
customer	 data	 by	 internal	 staff	 or	merchants.	 The	National	 Cyber	 and	 Crypto	 Agency	 (BSSN)	
reported	 that	 Indonesia	 experienced	 over	 700	 million	 cyber-attacks	 throughout	 2022,	 with	
ransomware	and	malware-based	attacks	being	the	most	prevalent	threat	category.	According	to	
BSSN's	data,	a	total	of	714,170,967	traffic	anomalies	and	cyber	intrusions	were	recorded	during	
that	 year	 (CNN	 Indonesia,	 2022).	 Furthermore,	 several	 Indonesian	 banks	 have	 experiences	
technology	disruption	that	resulted	in	security	vulnerabilities	and	service	unavailability.	Notable	
incidents	include	unauthorized	access	to	customer	account	at	Bank	BCA	resulting	in	losses	of	IDR	
70	billion	(Tempo,	2025),	a	week-long	ATM	service	outage	at	bank	DKI	that	prevented	customers	
from	making	cash	withdrawals	(CNBC,	2025),	and	customer	data	theft	through	EDC	machines	in	
Surakarta	 (Espos,	 2023).	 Such	 incidents	 lead	 to	 both	 financial	 and	 reputational	 losses	 and	
highlight	the	complex	risk	landscape	of	ATM	and	EDC	channels,	which	encompasses	technological,	
operational,	human,	and	regulatory	dimensions.	

In	 response,	 banks	 have	 implemented	 various	 risk	 mitigation	 measures,	 including	
penetration	 testing,	 Fraud	 Detection	 Systems,	 operational	 certifications,	 and	 compliance	with	
regulatory	requirements	 issued	by	OJK	and	Bank	Indonesia	(Moon	et	al.,	2022;	Tandra,	2024).	
Nevertheless,	 the	 implementation	and	effectiveness	of	 these	controls	vary	considerably	across	
institutions,	indicating	the	need	for	more	comprehensive	and	forward-looking	risk	management	
approaches.	

According	to	the	ISACA	Risk	IT	Framework,	effective	risk	management	requires	a	mutual	
understanding	between	business	and	IT	stakeholders	regarding	the	risks	to	be	managed.	A	key	
challenge	in	this	process	lies	in	the	identification	and	analysis	phase,	specifically	in	recognizing	
risks	 that	 are	 relevant	 to	 a	 given	 context	 and	 that	 could	adversely	 affect	 IT	operations,	 either	
directly	 or	 indirectly	 (Sarker,	 2025).	 To	 address	 this	 challenge,	 ISACA	 recommend	 the	
development	 of	 risk	 scenarios	 that	 provide	 a	 structural	 representation	 of	 the	 probability,	
frequency,	and	potential	 implications	of	 risk	events	 for	 the	organization.	 In	 line	with	 this,	 risk	
controls	 should	be	established	 to	 reduce	both	 the	 likelihood	and	 the	 impact	of	 risks	 that	may	
materialize.		

Previous	studies	have	examined	ATM	and	EDC	security	from	several	perspectives.	Studies	
on	ATM	security	commonly	focus	on	individual	attack	types,	such	as	skimming,	jackpotting,	card	
fraud,	 or	 malware	 attacks	 (Eka	 &	 Umar,	 2025).	 Other	 studies	 discuss	 cybersecurity	 risk	
management	 in	 banking	 through	 general	 frameworks,	 regulatory	 compliance,	 or	 information	
security	controls	(Chandra	sekhar	&	Kumar,	2023).	While	these	studies	provide	useful	insights,	
they	generally	address	risks,	incidents,	and	controls	separately.	They	do	not	provide	an	integrated	
and	channel-specific	 representation	 that	 systematically	 connects	 risk	 sources	or	 threat	actors,	
risk	 events,	 potential	 impacts,	 and	 corresponding	 controls	 for	 ATM	 and	 EDC	 channels	 in	
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Indonesian	commercial	banks	(Gerald	et	al.,	2024;	Harasheh	&	Provasi,	2023).	
This	limitation	creates	three	research	gaps.	First,	there	is	a	scope	gap,	as	existing	studies	

tend	to	focus	on	individual	ATM	or	EDC	threats	rather	than	a	multidimensional	risk	landscape	
covering	 technological,	 operational,	 human,	 physical,	 and	 third-party	 risks.	 Second,	 there	 is	 a	
structural	 gap,	 as	 the	 reviewed	 literature	 presents	 risks,	 incidents,	 impacts,	 and	 controls	 in	
different	 formats	and	 levels	of	detail.	This	variation	makes	 it	difficult	 to	obtain	a	consolidated	
scenario-based	reference	that	systematically	represents	the	relationship	between	risk	sources	or	
threat	 actors,	 risk	 events,	 potential	 impacts,	 and	 corresponding	 controls	 for	 ATM	 and	 EDC	
channels	 in	Indonesian	commercial	banks.	Third,	 there	 is	a	control	 integration	gap,	as	existing	
studies	generally	discuss	controls	independently	and	do	not	systematically	link	them	to	specific	
risk	scenarios,	classify	them	as	preventive,	detective,	and	corrective,	or	map	their	applicability	
across	people,	process,	and	technology.	

Accordingly,	 this	 study	 formulates	 ATM	 and	 EDC	 risk	 scenarios	 and	 corresponding	
controls	for	Indonesian	commercial	banks.	The	novelty	of	this	study	does	not	lie	in	the	use	of	the	
ISACA	 Risk	 IT	 Framework,	 NIST	 CSF	 2.0,	 or	 ISO/IEC	 27001:2022	 as	 standalone	 frameworks.	
Rather,	 it	 lies	 in	the	integration	of	these	established	references	to	formulate	an	ATM	and	EDC-
specific	risk	scenario	and	control	reference	model.	The	model	systematically	links	risk	sources	or	
threat	actors,	risk	events,	potential	impacts,	and	corresponding	controls.	Each	control	is	classified	
as	 preventive,	 detective,	 or	 corrective;	 mapped	 across	 people,	 process,	 and	 technology;	 and	
aligned	with	NIST	CSF	2.0	and	ISO/IEC	27001:2022.	

Based	on	the	identified	gaps,	this	study	aims	to	(1)	identify	and	categorize	risks	affecting	
ATM	and	EDC	channels,	(2)	formulate	risk	scenarios	that	link	risk	sources	or	threat	actors,	risk	
events,	 and	 potential	 impacts,	 (3)	 formulate	 corresponding	 controls	 and	 classify	 them	 as	
preventive,	 detective,	 and	 corrective,	 and	 (4)	 map	 the	 controls	 across	 people,	 process,	 and	
technology	and	align	them	with	NIST	CSF	2.0	and	ISO/IEC	27001:2022.	The	resulting	model	 is	
subsequently	evaluated	through	expert	judgement.		

Accordingly,	this	study	addresses	the	following	research	questions:	(1)	What	type	of	risks	
can	occur	in	ATM	and	EDC	electronic	channels	in	banking	institutions?	(2)	What	risk	scenarios	
and	corresponding	risk	controls	can	be	formulated	to	address	the	identified	risks	affecting	ATM	
and	EDC	channels?	(3)	To	what	extent	are	the	proposed	risk	scenarios	and	corresponding	risk	
controls	applicable	to	Indonesian	commercial	banks?	

	
METHOD	

This	study	employed	a	qualitative	research	design	consisting	of	 three	sequential	phases:	 (1)	a	
Structured	 Literature	 Review	 (SLR)	 to	 identify	 and	 synthesize	 risks	 affecting	 ATM	 and	 EDC	
channels,	(2)	risk	scenario	and	risk	control	formulation	using	internationally	recognized	IT	risk	
management	frameworks,	and	(3)	expert	validation	to	evaluate	the	relevance	and	applicability	of	
the	proposed	model.	The	overall	research	process	is	illustrated	in	Figure	1.	

The	first	phase	involved	a	systematic	search	and	synthesizing	existing	literature	relevant	
to	a	defined	research	topic	(Machado	et	al.,	2022).	A	systematic	search	was	conducted	across	six	
academic	databases:	Google	Scholar,	ScienceDirect,	ResearchGate,	Scopus,	Wiley	Online	Library,	
and	MDPI.	The	search	was	performed	using	a	combination	of	the	following	keywords:	“scenario-
based	risk	management”,	“ATM”,	“EDC”,	“cybersecurity”,	“Indonesian	banking”,	“IT	governance”,	
“internal	 controls”,	 “banking	 fraud”,	 “electronic	 banking	 channels”,	 and	 “ISACA	 IT	 Risk”.	 	 The	
search	was	 limited	 to	publication	between	2020	and	2026.	 In	addition	 to	academic	 literature,	

Figure	1.	Research	process	
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relevant	regulatory	documents	issued	by	Indonesian	financial	authorities	were	also	incorporated	
as	supplementary	sources,	including	regulations	and	circulars	issued	by	Bank	Indonesia	(BI)	and	
the	Financial	Service	Authority	(OJK),	such	as	Bank	Indonesia	Regulations	(PBI),	OJK	Regulations	
(POJK),	 and	 OJK	 Circulars	 (SEOJK)	 were	 incorporated	 as	 supplementary	 sources	 to	 ensure	
alignment	 with	 the	 Indonesian	 regulatory	 framework.	 In	 addition	 to	 academic	 publications,	
publicly	 reported	 cybersecurity	 incidents	 involving	ATM	 and	 EDC	 channels	were	 reviewed	 to	
provide	 contextual	 evidence	 of	 emerging	 threats.	However,	 these	 reports	were	 not	 treated	 as	
primary	evidence	for	risk	identification	and	were	used	only	to	complement	findings	obtained	from	
academic	literature	and	regulatory	documents.	

Studies	were	included	if	they	were	published	between	2020	and	2026,	written	in	English	
or	Indonesian,	and	published	in	peer-reviewed	journals	or	conference	proceedings.	In	terms	of	
subject	matter,	included	studies	were	required	to	address	topics	related	to	IT	risk	management,	
cybersecurity,	 banking	 fraud,	 ATM/EDC	 operations,	 IT	 governance,	 or	 internal	 controls	 in	
financial	institutions.	Studies	published	before	2020,	irrelevant	to	information	technology	risk	or	
banking	 operations,	 and	 duplicate	 publications	 identified	 across	 multiple	 databases	 were	
excluded.	The	literature	selection	process	followed	four	sequential	stages:	(1)	Identification		an	
initial	database	search	yielded	312	candidate	records	across	all	six	databases;	(2)	Screening		titles	
and	 abstracts	 were	 reviewed	 against	 the	 inclusion	 and	 exclusion	 criteria,	 resulting	 in	 87	
potentially	relevant	studies;	(3)	Eligibility	assessment		full-text	review	was	conducted	on	the	87	
screened	 studies,	 of	 which	 43	 were	 excluded	 due	 to	 insufficient	 relevance	 to	 ATM/EDC	
operations,	lack	of	empirical	grounding,	or	unavailability	of	full	text;	(4)	Inclusion		the	remaining	
44	studies,	 together	with	12	regulatory	documents	and	5	publicly	 reported	banking	 incidents,	
formed	the	 final	corpus	used	 for	risk	scenario	and	control	 formulation.	Studies	were	screened	
based	on	the	predefined	inclusion	and	exclusion	criteria	to	ensure	their	relevance	to	the	research	
objectives.	The	final	corpus	comprised	literature	that	was	considered	relevant	for	developing	the	
proposed	risk	scenarios	and	corresponding	controls.	

The	second	phase	involved	a	deep	analytical	process	to	structure	categorize	and	map	the	
risk	scenarios	and	risk	controls	identified	through	the	literature	review.	This	phase	was	guided	
by	two	complementary	frameworks.	The	ISACA	Risk	IT	Framework	was	employed	to	structure	
the	risk	scenarios,	providing	the	analytical	lens	through	which	each	risk	event	was	examined	in	
terms	of	its	initiating	actor,	affected	asset,	and	potential	business	impact.	Risk	identified	from	the	
literature	were	first	categorized	according	to	their	characteristics	and	underlying	causes.	Each	
identified	risk	was	subsequently	formulated	into	a	structured	risk	scenario	consisting	of	a	risk	
source	or	threat	actor,	risk	event	and	potential	impact	following	the	ISACA	Risk	IT	framework.	
This	process	resulted	in	six	risk	categories	namely	technological	risk,	operational	risk,	legal	and	
regulatory	risk,	natural	disaster	risk,	ATM/EDC	vendor	risk,	switching	vendor	risk	and	shared	
network	risk.		

NIST	 CSF	 2.0	 and	 ISO/IEC	 27001:2022	 were	 then	 used	 as	 the	 primary	 reference	
frameworks	for	developing	and	mapping	corresponding	risk	controls.	Each	control	was	classified	
into	 preventive,	 detective	 or	 corrective	 controls	 according	 to	 its	 functional	 role	 in	 the	 risk	
management	lifecycle.	Furthermore,	each	control	was	mapped	to	the	People-Process-Technology	
domains	and	aligned	with	 the	corresponding	NIST	CSF	2.0	 functions	and	 ISO/IEC	27001:2022	
Annex	 A	 controls	 to	 ensure	 consistency	 with	 internationally	 recognized	 cybersecurity	 and	
information	security	practices.	

To	assess	the	comprehensiveness	and	relevance	of	the	proposed	model,	expert	validation	
was	conducted	involving	six	Subject	Matter	Experts	(SMEs)	selected	through	purposive	sampling.	
The	minimum	 threshold	 of	 six	 validators	was	 adopted	 to	 ensure	 sufficient	 diversity	 of	 expert	
perspectives	while	remaining	feasible	within	the	scope	of	this	study.	Validators	were	required	to	
possess	 a	 minimum	 of	 5	 years	 of	 professional	 experience	 in	 IT	 risk	 management,	 banking	
operations,	auditing,	or	IT	governance,	and	familiarity	with	at	least	one	internationally	recognized	
IT	risk	management	framework.	Validators	were	drawn	from	diverse	institutional	backgrounds,	
including	commercial	banking	institutions,	IT	consulting	firms,	and	an	independent	audit	practice,	
to	 ensure	 a	 broad	 and	 representative	 assessment.	 Each	 validator	 completed	 a	 validation	
instrument	consisting	of	eight	assessment	statements	evaluated	using	five-point	Likert	scales	(1	
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=	Strongly	Disagree,	5	=	Strongly	Agree),	covering	relevance,	completeness,	clarity,	consistency,	
applicability,	and	practical	usefulness	of	the	proposed	model.	

The	validation	result	was	analyzed	using	descriptive	statistics	by	calculating	the	average	
score	for	each	assessment	statement	and	the	overall	mean	score	across	all	validators.	The	mean	
score	for	each	statement	was	interpreted	using	the	following	scale:	1.00–1.79	=	Strongly	Disagree,	
1.80–2.59	=	Disagree,	 2.60–3.39	=	Neutral,	 3.40–4.19	=	Agree,	 4.20–5.00	=	 Strongly	Agree.	To	
mitigate	potential	validator	bias,	validators	were	not	informed	of	each	other’s	responses,	and	the	
validation	 instrument	was	 administered	 independently	without	 interaction	 among	 validators.	
The	instrument	was	pre-tested	for	clarity	with	two	independent	reviewers	prior	to	distribution,	
and	minor	ambiguities	in	wording	were	resolved	before	the	formal	validation	round.	Qualitative	
comments	 provided	 by	 the	 SMEs	were	 analyzed	 descriptively	 and	 incorporated	 to	 refine	 the	
proposed	risk	scenarios	and	corresponding	risk	controls.	

	
RESULTS	AND	DISCUSSION	

Result	
Electronic	Channels	Architecture	Overview	

To	provide	foundational	context	for	the	risk	scenarios	developed	in	this	study,	Figure	1	
presents	a	general	overview	of	the	ATM	and	EDC	electronic	channel	architecture	referencing	on	
Bank	Indonesia’s	Blueprint	Sistem	Pembayaran	Indonesia	(BSPI)	2025.	As	illustrated	in	Figure	1,	
ATM	 and	 EDC	 channels	 operate	within	 a	 broader	 digital	 baking	 ecosystem	 that	 also	 includes	
internet	 banking	 and	 mobile	 banking.	 All	 these	 channels	 connect	 to	 a	 central	 Switching	
component,	which	 serves	 as	 the	 primary	 transaction	 routing	 engine	 responsible	 for	 directing	
transaction	requests	to	the	appropriate	destination,	whether	internal	banking	systems	or	external	
networks.	 This	 central	 role	 makes	 the	 switching	 infrastructure	 a	 critical	 single	 point	 of	
dependency,	 where	 any	 disruption	 can	 simultaneously	 affect	 multiple	 banking	 channels	
(Pangestu	&	Baskoro,	2022).	

For	 transactions	 directed	 to	 the	 bank’s	 own	 systems,	 the	 switching	 component	
communicates	with	Middleware	(MCI),	which	acts	as	an	integration	layer	between	the	switching	
engine	 and	 the	 core	 banking	 system.	 The	 core	 banking	 system	 is	 the	 authoritative	 source	 of	
customer	 account	 data	 and	 balance	 records	 and	 serves	 as	 the	 final	 arbiter	 of	 transaction	
authorization	and	settlement.	Upon	completion	of	core	banking	processing,	responses	are	routed	
back	through	Middleware	(EXT)	which	handles	outbound	communication	to	external	parties	and	
ensures	that	transaction	results	are	properly	relayed	to	the	originating	channels	(Kumar,	2025;	
Saputra,	2025).	

	

	
Figure	2.	Electronic	channel	architecture	overview	

For	 transactions	 involving	 external	 parties,	 the	 switching	 component	 connects	 to	 two	
additional	external	networks,	the	Shared	Networks,	which	facilities	interbank	transactions	and	
card	payment	processing	 through	network	such	as	ATM	Bersama,	Prima	or	 international	 card	
schemes,	and	the	Biller	Aggregator	which	handles	bill	payment	and	top-up	transactions	directed	
to	third	party	billers	(Putra	&	Kosasih,	2021;	Andri	&	Lastiati,	2024).		
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This	 multi-layered	 architecture	 creates	 a	 complex	 web	 interdependencies	 between	
internal	 and	 external	 components,	 each	 of	 which	 represents	 a	 potential	 point	 of	 failure	 or	
exploitation.	 The	ATM	and	EDC	 channels,	 as	 the	 physical	 endpoints	 of	 this	 infrastructure,	 are	
exposed	 to	 risks	 originating	 not	 only	 from	 their	 own	 hardware	 and	 software,	 but	 also	 from	
vulnerabilities	and	disruptions	propagating	through	any	of	the	upstream	components	including	
the	 switching	 system,	 middleware	 layers,	 core	 banking,	 shared	 network,	 and	 third-party	
aggregators	(Mithun	et	al.,	2022).	This	architecture	serves	as	the	basis	for	identifying	potential	
risk	sources	and	formulating	ATM	and	EDC	risk	scenarios.	
	
Risk	Scenario	

The	 synthesis	 of	 reviewed	 literature,	 regulatory	 documents,	 and	 documented	 banking	
incidents	in	Indonesia	yielded	a	total	of	25	risk	scenarios	threatening	ATM	and	EDC	electronic	
channels.	These	scenarios	were	structured	using	the	ISACA	Risk	IT	Framework,	which	prescribed	
that	 each	 risk	 scenario	 should	 define	 the	 initiating	 actor,	 the	 affected	 asset,	 and	 the	 potential	
business	impact	(ISACA,	2020;	Nisa’	et	al.,	2023).	The	identified	risks	were	categorized	into	six	
categories,	there	are	technological	risk,	operational	risk,	legal	and	regulatory	risk,	natural	disaster	
risk,	 ATM/EDC	 vendor	 risk,	 switching	 vendor	 risk,	 and	 shared	 network	 risk.	 	 To	 establish	
traceability	between	risk	scenarios	and	their	corresponding	mitigating	controls,	each	scenario	is	
mapped	to	the	relevant	risk	controls	developed	in	this	study,	as	denoted	 in	the	“Mitigated	By”	
column	referencing	Table	2.	The	complete	of	risk	scenarios	is	presented	in	Table	1.	

	
Table	1.	Risk	scenarios	development	

No.	 Risk	Category	 Risk	Scenario	Title	 Actor	 Asset	 Mitigated	by	
1.	 Technological	

Risk	
Ransomware	 attack	 on	 ATM	
and	EDC	management	servers	

People	 Technology	 C-7,	C-8,	C-9,	
C-14,	C-22,		
C-23	

2.	 Technological	
Risk	

Zero-day	 vulnerability	
exploitation	in	EDC	software	

Technology	 Technology	 C-7,	C-14,		
C-15,	C-17	

3.	 Technological	
Risk	

Skimming	 People	 Technology	 C-4,	C-5,	C-6,	
C-16,	C-19	

4.	 Technological	
Risk	

Phishing	 targeting	 bank	
employees	or	customers	

People	 Technology	 C-1,	C-2,	C-4,	
C-16,	C-21,		
C-25	

5.	 Technological	
Risk	

ATM	 and	 EDC	 infrastructure	
misconfiguration	 with	 core	
banking	integration	

People	 Technology	 C-7,	C-9,		
C-10,	C-17,		
C-19,	C-24	

6.		 Technological	
Risk	

Network	 misconfiguration	
between	 ATM	 and	 switching	
or	shared	network	

People	 Technology	 C-6,	C-7,	C-9,	
C-17,	C-21	

7.		 Operational	
Risk	

Incorrect	 ATM	 and	 EDC	
transaction	fee	configuration	

People	 Process	 C-3,	C-5,		
C-11,	C-18,		
C-20,	C-24	

8.	 Operational	
Risk	

Transaction	 failure	 threshold	
misaligned	 with	 bank’s	
business	strategy	

People	 Process	 C-11,	C-18,		
C-20,	C-24	

9.	 Operational	
Risk	

ATM	 cash	 account	
configuration	 misaligned	
with	the	back	records	

People	 Process	 C-3,	C-11,		
C-13,	C-20,		
C-24	

10.	 Operational	
Risk	

Failure	during	ATM	and	EDC	
reconciliation	process	

People	 Process	 C-13,	C-18,		
C-20,	C-21,		
C-24	

11.	 Legal	 and	
Regulatory	Risk	

Non-compliance	with	PCI	DSS	
national	security	standard	

People,	
Process	

Process,	
Technology	

C-4,	C-6,	C-7,	
C-9,	C-11,	
C-17,	C-19	

12.	 Legal	 and	 Violation	 of	 personal	 data	 Process		 Process	 C-4,	C-9,		
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No.	 Risk	Category	 Risk	Scenario	Title	 Actor	 Asset	 Mitigated	by	
regulatory	Risk	 protection	regulations	 C-11,	C-12,		

C-21	
13.	 Natural	

Disaster	Risk	
Bank	 data	 center	 affected	 by	
natural	disaster	

Process	 Technology	 C-8,	C-22,		
C-23	

14.	 Natural	
Disaster	Risk	

Regional	 power	 supply	
disruption	

Technology	 Technology	 C-8,	C-22,		
C-23	

15.	 Natural	
Disaster	Risk	

ATM	 kiosk	 or	merchant	 EDC	
affected	by	natural	disaster	or	
civil	unrest	

Process	 Technology	 C-8,	C-22,		
C-23	

16.	 ATM/EDC	
Vendor	Risk	

ATM	 vendor	 performing	
improper	cash	replenishment	

People	 Technology	 C-3,	C-9,		
C-12,	C-18,		
C-21	

17.	 ATM/EDC	
Vendor	Risk	

ATM	 and	 EDC	 OS	
configuration	 misaligned	
with	 bank	 network	 post-
upgrade	

People	 Technology	 C-7,	C-9,		
C-10,	C-17,		
C-21	

18.	 ATM/EDC	
Vendor	Risk	

ATM	 cash	 imbalance	 during	
cash-in	 and	 cash-out	
processes	

Process	 Process	 C-13,	C-18,		
C-20,	C-21,		
C-24	

19.	 ATM/EDC	
Vendor	Risk	

Hardware	malfunction	during	
cash-in	or	cash-out	

Technology	 Process	 C-5,	C-14,		
C-19,	C-22	

20.	 Switching	
Vendor	Risk	

Switching	 database	
replication	 failure	 with	 bank	
database	

Technology	 Technology	 C-13,	C-14,		
C-17,	C-21,		
C-22	

21.	 Switching	
Vendor	Risk	

System	 failure	 during	
migration	process	

Process,	
Technology	

Technology	 C-9,	C-10,		
C-17,	C-21,		
C-22	

22.	 Switching	
Vendor	Risk	

System	 malfunction	 due	 to	
unidentified	 as-is	 to	 to-be	
configuration	changes	

Process,	
People	

Technology	 C-9,	C-10,		
C-17,	C-19,		
C-21	

23.	 Shared	
Network	Risk	

Disruption	 of	 connectivity	
between	shared	network	and	
bank	

Technology	 Technology	 C-6,	C-8,		
C-14,	C-22,		
C-23	

24.	 Shared	
Network	Risk	

Mandatory	 compliance	
updates	 imposed	 by	 shared	
network	operator	

Process	 Process,	
Technology	

C-9,	C-11,		
C-12,	C-17,		
C-24	

25.	 Shared	
Network	Risk	

Undetected	 transaction	
anomalies	 bypassing	 shared	
network	fraud	detection	

Technology,	
People	

Technology	 C-14,	C-15,		
C-16,	C-19,		
C-21	

	
As	 presented	 in	 Table	 1,	 the	 identified	 risk	 scenarios	 demonstrate	 that	 ATM	 and	 EDC	

electronic	 channels	 are	 exposed	 to	 multidimensional	 risks	 originating	 from	 technological,	
operational,	 regulatory,	 environmental,	 and	 third-party	 domains.	 Furthermore,	 the	 structured	
formulation	of	each	scenario	establishes	explicit	relationships	between	the	threat	source,	affected	
asset,	potential	impact,	and	corresponding	controls.	This	traceability	provides	the	foundation	for	
developing	the	proposed	risk	control	model	presented	in	the	following	section.	

To	facilitate	traceability	between	the	identified	risk	scenarios	and	the	proposed	mitigation	
measures,	each	scenario	is	linked	to	one	or	more	risk	controls	through	the	"Mitigated	By"	column.	
The	corresponding	control	identifiers	(RC)	refer	to	the	proposed	controls	presented	in	Table	2.	
Multiple	 control	 references	 indicate	 that	 a	 single	 risk	 scenario	may	 require	 a	 combination	 of	
preventive,	detective,	and	corrective	controls	to	achieve	effective	risk	mitigation.	
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Risk	Control		
The	analysis	 resulted	 in	a	consolidated	set	of	25	risk	controls	designed	 to	mitigate	 the	

identified	ATM	and	EDC	risk	scenarios.	To	facilitate	implementation,	the	proposed	controls	were	
classified	 into	three	categories	based	on	their	 functional	role	 in	the	risk	management	 lifecycle,	
namely	 preventive,	 detective,	 and	 corrective	 controls.	 Each	 control	 was	 developed	 by	
synthesizing	 recommendations	 from	 the	 reviewed	 literature	 and	 subsequently	mapped	 to	 the	
corresponding	functions	of	NIST	CSF	2.0	and	controls	in	ISO/IEC	27001:2022	Annex	A.	In	addition,	
each	control	was	mapped	to	the	people,	process,	and	technology	dimensions	to	ensure	alignment	
between	the	identified	risk	scenarios	and	the	applicable	mitigation	measures.	The	complete	set	of	
proposed	risk	controls	is	presented	in	Table	2.	

	
Table	2.	Risk	control		

No.	 Control	 Type	 Applicable	
To	

NIST	CSF	
2.0	

ISO	
27001:2022	

C-1.	 Code	 of	 conduct,	
whistleblowing	 channel,	
and	integrity	screening	

Preventive	 People	 GV.OC-01,	
GV.PO-01,	
GV.RR-02	

A.5.1,	
A.6.1,	
A.62	

C-2.	 Security	 awareness	 and	
ethics	training	

Preventive	 People	 PR.AT-01,	
PR.AT-02	

A.6.3	
A.5.1	

C-3.	 Role	 definition,	 RACI	
matrix,	 and	 segregation	
of	duties	

Preventive	 People,	
Process	

GV.RR-01,	
GV.RR-02,	
PR.AA-05	

A.5.2,		
A.5.3,	
A.8.18	

C-4.	 Role-based	 access	
control	 and	 least-
privilege	enforcement	

Preventive	 People,	
Technology	

PR.AA-01,	
PR.AA-05	

A.5.15,		
A.5.18,		
A.8.2	

C-5.	 Physical	 and	 logical	
device	security	

Preventive	 Technology	 PR.AA-03,	
PR.PS-01	

A.7.1,	
A.7.8,	
A.8.1	

C-6.		 Network	 segmentation,	
encryption,	and	endpoint	
hardening	

Preventive	 Technology	 PR.DS-02,	
PR.IR-01,	
PR.PS-01,	
PR.PS-02	

A.8.20,		
A.8.21,		
A.8.22,	
	

C-7.		 Patch,	 vulnerability,	 and	
configuration	
management	

Preventive	 Technology	 ID.RA-01,	
PR.PS-02,	
GV.PO-01	

A.8.8,		
A.8.9,		
A.8.19,	
A.8.32	

C-8.	 Backup	 and	 redundancy	
infrastructure	

Preventive	 Technology	 PR.DS-04,	
PR.DS-11	

A.8.13,	
A.8.14	
A.5.30	

C-9.	 Change	management	and	
change	 approval	
governance	

Preventive	 Process,	
Technology	

GV.PO-02,	
GV.RR-03,	
ID.IM-02,	
PR.PS-04	

A.8..32,	
A.5.2,	
A.5.3	

C-10.	 UAT,	 piloting	 test	 and	
pre-production	 release	
validation	

Preventive	 Process,	
Technology	

PR.PS-04,	
ID.IM-02	

A.8.29,	
A.8.32	

C-11.	 SOP,	 workflow	
standardization,	 and	
compliance-based	KPI	

Preventive	 Process	 GV.PO-01,	
GV.PO-02,	
PR.PS-04	

A.5.36,	
A.5.37	

C-12.	 Policy	 governance,	
escalation	 line,	 and	
accountability	matrix	

Preventive	 People,	
Process	

GV.PO-01,	
GV.RR-01,	
GV.RR-03	

A.5.1,	
A.5.2,	
A.5.3	

C-13.	 Inter-system	
reconciliation	 and	
process	 automation	

Preventive	 Process,	
Technology	

PR.DS-01,	
PR.PS-04,	
GV.PO-01	

A.8.17,	
A.8.25,	
A.8.26	
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No.	 Control	 Type	 Applicable	
To	

NIST	CSF	
2.0	

ISO	
27001:2022	

validation	
C-14.	 Continuous	 monitoring	

through	 SIEM,	 EDS/IPS,	
and	log	management	

Detective	 Technology	 DE.CM-01,	
DE.CM-03,	
DE.CM-07,	
DE.AE-02	

A.8.15,	
A.8.16,	
A.5.25	

C-15.	 Threat	 intelligence	
correlation	 and	 anomaly	
detection	

Detective	 Technology	 ID.RA-02,	
DE.AE-06	
DE.CM-08	

A.5.7,	
A.8.16,	
A.8.8	

C-16.	 Access	 anomaly	 alerting	
and	privilege	monitoring	

Detective	 People,	
Technology	

DE.CM-03,	
DE.AE-06	
PR.AA-05	

A.8.2,	
A.8.16	
A.5.18	

C-17.	 Configuration	 drift	 and	
vulnerability	scanning	

Detective	 Process,	
Technology	

DE.CM-01,	
DE.CM-09,	
ID.RA-01	

A.8.9,		
A.8.16,		
A.8.29	

C-18.	 Real-time	 process	
monitoring,	SLA	tracking,	
and	exception	alerting	

Detective	 Process	 DE.CM-09,	
DE.AE-03,	
DE.AE-06,	
GV.OV-01	

A.8.15,	
A.8.16,		
A.5.36	

C-19.	 Internal	 audit,	 policy	
compliance	 review,	 and	
fraud	analytics	

Detective	 People,	
Process	

ID.IM-02,	
GV.OV-02,	
GV.OV-03,	
DE.CM-06	

A.5.35,	
A.5.36,		
A.8.16	

C-20.	 Periodic	 reconciliation	
and	 performance	
dashboard	

Detective	 Process	 DE.AE-02,	
ID.IM-02,	
GV.OV-01	

A.5.36,	
A.8.16	

C-21.	 Incident	 response,	 root	
cause	 analysis,	 and	
corrective	action	

Corrective	 People,	
Process,	
Technology	

RS.AN-03,	
RS.AN-04,	
RS.AN-05,	
RS.MI-01	

A.5.26,		
A.5.27,	
A.5.28,		
A.10.2	

C-22.	 Rollback,	 data	 restore	
and	system	recovery	

Corrective	 Technology	 RC.RP-01,	
RC.RP-02,	
RC.RP-03,	
RS.MI-02	

A.8.13,	
A.5.30,		
A.8.32	

C-23.	 Disaster	 recovery	
planning	and	DR	drills	

Corrective	 Technology	 RC.RP-01,	
RC.RP-05	

A.5.29,	
A.5.30,	
A.8.14	

C-24.	 Process	 re-engineering,	
policy	 synchronization,	
and	 continuous	
improvement	

Corrective	 Process	 ID.IM-01,	
ID.IM-04,	
GV.OV-03,	
GV.PO-02	

A.5.27,		
A.5.37,	
A.10.1,		
A.10.2	

C-25.	 Retraining,	 role,	
redesign,	 and	 incident	
communication	

Corrective	 People	 RS.CO-01,	
RS.CO-03,	
RC.CO-03,	
PR.AT-01	

A.5.26,		
A.5.27,		
A.6.3,		
A.6.4,		
A.6.8	

	
Table	2	presents	the	proposed	risk	controls	demonstrate	that	effective	ATM	and	EDC	risk	

management	requires	a	balanced	combination	of	preventive,	detective,	and	corrective	measures	
across	people,	process,	and	technology	dimensions.	The	mapping	also	shows	that	several	controls	
mitigate	multiple	 risk	 scenarios	 simultaneously,	 indicating	 that	 the	 proposed	model	 adopts	 a	
layered	defense	approach	rather	 than	relying	on	 isolated	security	measures.	Furthermore,	 the	
alignment	 with	 NIST	 CSF	 2.0	 and	 ISO/IEC	 27001:2022	 provides	 traceability	 between	 the	
proposed	 controls	 and	 internationally	 recognized	 cybersecurity	 and	 information	 security	
practices,	supporting	their	applicability	within	Indonesian	commercial	banking	institutions.	
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Expert	Validation	
To	 evaluate	 the	 applicability	 and	 comprehensiveness	 of	 the	 proposed	 model,	 expert	

validation	 was	 conducted	 involving	 six	 practitioners	 from	 Indonesian	 commercial	 banking	
institutions	 with	 professional	 backgrounds	 in	 IT	 risk	 management,	 IT	 governance,	 banking	
operations,	 and	 information	 security.	 Each	validator	 assessed	 the	proposed	model	using	 eight	
evaluation	statements	measured	on	a	five-point	Likert	scale	(1	=	Strongly	Disagree	to	5	=	Strongly	
Agree).	The	complete	validation	results	are	presented	in	Table	3.	

The	validation	results	indicate	an	overall	mean	score	of	4.13	out	of	5.00,	indicating	that	
the	proposed	model	is	generally	considered	comprehensive	and	applicable	for	ATM	and	EDC	risk	
management	 in	 Indonesian	 commercial	banking	 institutions.	Most	 evaluation	 criteria	 received	
mean	 scores	 above	 4.00,	 particularly	 those	 related	 to	 the	 completeness	 of	 the	 identified	 risk	
scenarios,	the	relevance	of	the	proposed	risk	controls,	and	the	overall	applicability	of	the	model.	
The	 relatively	 lower	 score	 for	 corrective	 controls	 (3.80)	 suggests	 that	 additional	 recovery	
mechanisms	or	 implementation	guidance	may	further	strengthen	the	proposed	model.	Overall,	
the	validation	findings	provide	empirical	support	for	the	practical	applicability	of	the	proposed	
model	and	serve	as	the	basis	for	the	discussion	presented	in	the	table	3.	

	
Table	3.	Expert	validation	

No.	 Statement	 Mean	
Score	

1.	 The	identified	risk	categories	adequately	represent	the	types	of	risks	
occurring	in	ATM	and	EDC	operations	

4.20	

2.	 The	developed	risk	scenarios	are	relevant	and	representative	of	actual	threats	 4.20	
3.	 The	proposed	preventive	controls	are	sufficient	to	reduce	the	likelihood	of	

identified	risks	
4.20	

4.	 The	proposed	detective	controls	are	sufficient	to	enable	timely	identification	
of	risk	events	

4.20	

5.	 The	proposed	corrective	controls	are	sufficient	to	facilitate	recovery	following	
a	risk	event	

3.80	

6.	 The	mapping	of	controls	to	NIST	CSF	2.0	and	ISO/IEC	27001:2022	is	
appropriate	and	accurate	

4.00	

7.	 The	overall	model	comprehensively	covers	the	risk	landscape	of	ATM	and	
EDC	channels	

4.20	

8.	 The	proposed	model	can	serve	as	a	practical	reference	for	risk	management	
practitioners	

4.20	

	 Overall	Mean	 4.13	
	

Although	 the	validation	demonstrates	positive	practitioner	acceptance	of	 the	proposed	
model,	the	results	should	be	interpreted	within	the	context	of	qualitative	expert	judgement	and	
are	 therefore	 discussed	 further	 in	 terms	of	 practical	 implications	 and	 study	 limitations	 in	 the	
following	section.	
	
Discussion	

The	findings	indicate	that	the	risk	landscape	of	ATM	and	EDC	electronic	channels	extends	
beyond	 conventional	 cybersecurity	 threats.	Although	 technological	 risks	 constitute	 the	 largest	
category,	 a	 substantial	 number	 of	 identified	 scenarios	 originate	 from	 operational	 processes,	
regulatory	 compliance,	 physical	 infrastructure,	 and	 dependencies	 on	 third-party	 providers	
(Ciaccio	&	Onat,	2025;		Degadwala	&	Bharatbhai,	2024;	Mahardinata	&	Imaroh,	2025).	This	finding	
suggests	that	effective	ATM	and	EDC	risk	management	requires	a	multidimensional	approach	that	
integrates	 people,	 process,	 technology,	 and	 external	 governance	 rather	 than	 relying	 solely	 on	
technical	safeguards.	

Another	notable	finding	is	the	explicit	relationship	established	between	risk	scenarios	and	
corresponding	risk	controls.	Each	identified	scenario	was	formulated	by	linking	the	threat	source,	
affected	asset,	potential	 impact,	and	appropriate	preventive,	detective,	and	corrective	controls.	
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This	traceability	enables	banking	institutions	to	better	understand	not	only	what	risks	may	occur	
but	also	which	controls	are	most	 relevant	 for	mitigating	 those	risks,	 thereby	supporting	more	
systematic	and	consistent	risk	management	practices	(Ilmiha	&	Shah,	2024;	Joseph	et	al.,	2024).	

Previous	 studies	 have	 primarily	 focused	 on	 specific	 issues	 related	 to	 ATM	 and	 EDC	
operations,	such	as	fraud	detection,	cybersecurity	incidents,	information	security	compliance,	or	
the	implementation	of	individual	risk	management	frameworks	(Amsaroka	et	al.,	2024;	Hakki	et	
al.,	2026).	While	these	studies	provide	valuable	recommendations,	they	generally	identify	risks	
independently	 without	 explicitly	 establishing	 relationships	 between	 risk	 sources,	 risk	 events,	
potential	impacts,	and	corresponding	controls.	

In	 contrast,	 this	 study	 proposes	 a	 structured	model	 that	 integrates	 the	 ISACA	 Risk	 IT	
Framework	for	scenario	formulation	with	NIST	CSF	2.0	and	ISO/IEC	27001:2022	for	risk	control	
mapping.	 Rather	 than	 directly	 adopting	 controls	 from	 international	 standards,	 the	 proposed	
controls	 were	 first	 formulated	 based	 on	 the	 identified	 ATM	 and	 EDC	 risk	 scenarios	 and	
subsequently	mapped	to	both	models.	This	approach	strengthens	traceability	between	identified	
risks	 and	 mitigation	 strategies	 while	 maintaining	 alignment	 with	 internationally	 recognized	
cybersecurity	and	information	security	practices.	

From	a	practical	perspective,	the	proposed	model	may	serve	as	a	reference	for	Indonesian	
commercial	banks	in	identifying	ATM	and	EDC	risks	and	selecting	appropriate	controls	based	on	
the	characteristics	of	each	risk	scenario.	The	structured	relationship	between	risk	scenarios	and	
controls	 may	 also	 support	 more	 consistent	 implementation	 of	 IT	 risk	 management	 practices	
across	banking	institutions.	

Nevertheless,	implementing	the	proposed	model	may	present	several	practical	challenges.	
Advanced	 security	 controls,	 such	 as	 continuous	 monitoring	 platforms,	 disaster	 recovery	
infrastructure,	 and	 security	 analytics,	 require	 considerable	 financial	 investment	 (Joseph	 et	 al.,	
2024;	 Widjajarto	 et	 al.,	 2024).	 Furthermore,	 successful	 implementation	 depends	 on	 the	
availability	 of	 qualified	 personnel	 with	 expertise	 in	 IT	 risk	 management	 and	 cybersecurity	
(Plachkinova	&	Knapp,	2023).	The	complexity	of	integrating	controls	across	legacy	core	banking	
systems,	middleware,	switching	platforms,	shared	networks,	and	third-party	vendors	may	also	
affect	implementation	effectiveness.	

This	study	is	subject	to	several	limitations.	The	proposed	model	was	developed	through	
structured	 literature	 review,	 framework	 analysis,	 and	 expert	 judgement	 without	 empirical	
implementation	 within	 an	 operational	 banking	 environment.	 In	 addition,	 expert	 validation	
involved	six	practitioners	and	therefore	reflects	qualitative	professional	judgement	that	may	be	
influenced	 by	 individual	 experience	 and	 interpretation.	 Future	 research	may	 involve	 broader	
expert	participation	and	empirical	 implementation	 to	 further	evaluate	 the	effectiveness	of	 the	
proposed	model	in	banking	operations.	Accordingly,	the	primary	contribution	of	this	study	lies	
not	in	introducing	new	cybersecurity	controls,	but	in	providing	a	structured	and	traceable	model	
that	 systematically	 links	 ATM	 and	 EDC	 risk	 scenarios	 with	 corresponding	 risk	 controls	 and	
internationally	recognized	security	standards.	

	
CONCLUSION	

This	study	proposed	a	scenario-based	risk	scenario	and	risk	control	model	for	ATM	and	
EDC	electronic	 channels	 in	 Indonesian	 commercial	 banking	 institutions.	 Through	 a	 structured	
literature	review,	framework	analysis,	and	expert	validation,	the	study	identified	25	risk	scenarios	
across	six	risk	categories	and	formulated	25	consolidated	risk	controls	classified	into	preventive,	
detective,	and	corrective	controls.	The	proposed	controls	were	subsequently	mapped	to	NIST	CSF	
2.0	and	ISO/IEC	27001:2022	to	ensure	alignment	with	internationally	recognized	cybersecurity	
and	information	security	practices.	Expert	validation	produced	an	overall	mean	score	of	4.13	out	
of	5.00,	indicating	positive	practitioner	acceptance	of	the	proposed	model.	

The	findings	suggest	that	ATM	and	EDC	risk	management	requires	a	holistic	approach	that	
integrates	governance,	process	standardization,	vendor	management,	and	regulatory	compliance	
across	 people,	 process,	 and	 technology	 dimensions.	 Rather	 than	 introducing	 new	 security	
controls,	 this	 study	 contributes	 by	 systematically	 linking	 risk	 scenarios	 with	 corresponding	
controls	and	internationally	recognized	frameworks,	thereby	providing	a	structured	reference	for	



 
Navya	Kirana	Safitri,	Sinung	Suakanto,		
Basuki	Rahmad	

Scenario-Based	Risk…	

	

893	|	Equivalent:	Jurnal	Ilmiah	Sosial	Teknik	

future	risk	management	initiatives	in	Indonesian	commercial	banking	institutions.	
This	study	has	several	limitations.	The	proposed	model	was	developed	through	literature	

synthesis	 and	 expert	 judgement	without	 empirical	 implementation	 in	 an	 operational	 banking	
environment.	In	addition,	expert	validation	involved	only	six	practitioners,	which	may	not	fully	
represent	 the	diversity	of	perspectives	across	 Indonesian	commercial	banks.	Furthermore,	 the	
model	 focuses	 on	 qualitative	 risk	 formulation	 and	 does	 not	 incorporate	 quantitative	 risk	
assessment	 or	 prioritization	 methods.	 Future	 research	 should	 evaluate	 the	 model	 through	
implementation	 in	 commercial	 banking	 institutions,	 involve	 a	 broader	 panel	 of	 experts,	 and	
investigate	quantitative	approaches	to	support	risk	prioritization	and	decision-making.	
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